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& Internal Audit Director

Resourceful Manager with years of expertise in
organizing business operations and resource
management to achieve smooth flow and project
operations. I've expensive knowledge of financial
and operational risk. Offering sound judgment and

the ability to interpret policies and controls. SKILLS
Communication Management
<®>¥)1 EDUCATION Team player Detailed-focused
Analytical Leadership
University of Leicester, UK 2014 Critical thinking Integrative
Master of Business Administration with Merit ! 4 .
Interposition Problem solving

Yarmouk University, Jordan 2005
Electrical Power Engineering GPA 79.3

\CONTACT INFO

Email: abuteamah@yahoo.com
Mobile: 00966564391976







Objectives can have different
Positive aspects (financial, health and
Consequence safety, and environmental goals)
and can apply at different levels
If it enhances the (such as strategic, organization-

achievement of Uncertainty is the state, wide, project, product and

objectives ) even partial, of deficiency process).
Negative of information related to,
Consequence understanding or

knowledge of an event, its
consequences or
likelihood

If it limits or
diminishes the
achievement of

objectives

ISO (International Organization for Standardization) is an independent, non-governmental
membership organization and the world’s largest developer of voluntary International Standards
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Those measurable steps Impact of the event/s
It/they may/may not the organization takes to
occur. achieve its strategy.

COSO is the Committee of Sponsoring Organizations of the Treadway Commission.
* American Accounting Association
* American Institute of Certified Public Accountants
* Financial Executives International

* Institute of Management Accountants

* The Institute of Internal Auditors Prepared By:
Eng. Ahmed Taamah.




An occurrence or set of occurrences. (&aaY) 4e g ol Caaall)

The state of not knowing how or if potential events may
manifest. (J3Y) 5 Gasll alath Lad (@3 gl ia seall Al

A measurement of considerations such as the likelihood and impact

of events or the time it takes to recover from events.
(o 5 chaall Hliielis ) shadll sasfda 1)
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Enterprise risk management: Risk management

The culture, capabilities, and practices, Coordinated activities to direct and
integrated with strategy-setting and control an organization with regard
performance, that organizations rely on to to risk.

manage risk in creating, preserving, and

realizing value through: AR aal ddatal) ddaci QAZ\:— :
« Recognizing culture. L jhalia 8 agatl) g

* Developing capabilities.

» Applying practices.

* Integrating with strategy-setting and
performance.

« Managing risk to strategy and business
objectives.

L) i) ae AdalSiall ¢ il laal) g cilyilSal) g ASLES
o oblaall 51y il sal) Lede aatad AN ol g
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U Increase the range of opportunities: By considering all
reasonable possibilities both positive and negative
aspects of risk management can identify opportunities
for the entity and unique challenges associated with
current and future opportunities.

U Increase positive outcomes and advantage while
reducing negative  surprises: Enterprise  risk
management allows an organization to improve its
ability to identify risks and establish appropriate
responses, increasing positive outcomes while
reducing negative surprises and related costs or
losses.

O Identify and manage entity-wide risks: Every entity
faces myriad risks that can impact many parts of the
entity. Sometimes a risk can originate in one part of the
entity but affect a different part. Management must
identify and manage these entity-wide risks to sustain
and improve performance.

U Reduce performance variability: For some entities, the
challenge is less about surprises and losses, and more
about performance variability. Performing ahead of
schedule or beyond expectations may cause as much
concern as performing below expectations.

O Improve resource deployment: Obtaining robust
information on risk allows management to assess
overall resource needs and helps to optimize resource
allocation.

I3 3 g Ailaiall eLaiaY) sl 1 a8l GUaisal; O
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2 54 g ¢ Al illata) yyghiig il sl
1 S i cpn gl cllalial il g Ayl
5
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238 5 1l g &aais Y o A 1M 5 AT il sl
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Five Components ISO 31000 2009 a Practical Guide
Twenty Principles ISO 31000 2018 a Practical Guide
ISO 31000 2018 Risk Management Guidelines

Risk Assessment Techniques
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STRATEGY
DEVELOPMENT

»

BUSINESS
OBJECTIVE
FORMULATION

" IMPLEMENTATION
& PERFORMANCE

ENHANCED
VALUE

Governance sets the
organization’s tone,
reinforcing the
importance of, and
establishing oversight
responsibilities for,
enterprise risk
management. Culture
pertains to ethical
values, desired
behaviors, and
understanding of risk
in the entity.

Enterprise risk
management, strategy,
and objective-setting
work together in the
strategic-planning
process. A risk
appetite is established
and aligned with
strategy; business
objectives put strategy
into practice while
serving as a basis for
identifying, assessing,

and responding to risk.

Risks that may impact
the achievement of
strategy and business
objectives need to be
identified and assessed.
Risks are prioritized by
severity in the context of
risk appetite. The
organization then selects
risk responses and
takes a portfolio view of
the amount of risk it has
assumed. The results of
this process are reported
to key risk stakeholders.

By reviewing entity
performance, an
organization can
consider how well
the enterprise risk
management
components are
functioning

over time and in
light of substantial
changes, and what
revisions are
needed.

Enterprise risk
management
requires a continual
process of obtaining
and sharing
necessary
information, from
both internal and
external sources,
which flows up,
down, and across
the organization.
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The board of directors
provides oversightof the
strategy and carries out
governance responsibilities to
supportmanagementin
achieving strategy and
business objectives.

The organization establishes
operating structures in the
pursuitof strategy and
business objectives.

The organization defines the
desired behaviors that
characterize the entity's
desired culture.

The organization
demonstrates a
commitmentto the entity's
core values.

The organization is
committed to building human
capital in alignmentwith the
strategy and business
objectives.

The organization considers
potential effects of
business contexton risk
profile.

The organization defines risk
appetite in the context of
creating, preserving, and
realizing value

The organization evaluates
alternative strategies and
potential impacton risk profile

The organization considers
riskwhile establishing the
business objectives atvarious
levels that align and support
strategy.

The organization identifies
risk that impacts the
performance of strategy and
business objectives..

The organization assesses
the severity of risk.

The organization prioritizes
risks as abasis forselecting
responses to risks.

The organization identifies
and selects risk responses.

The organization develops
and evaluates a portfolio
view of risk.

The organization identifies
and assesses

changes thatmay
substantiallyaffect strategy
and business objectives.

The organization reviews
entity performance
and considers risk.

The organization
pursues improvement of
enterprise risk management.

The organization leverages
the entity’s information and
technologysystems to
supportenterprise risk
management.

The organization uses
communication channels to
supportenterprise risk
management.

The organization reports on
risk, culture, and performance
at multiple levels and across
the entity.
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Continual
Improvement

Human and
Cultural
Factors

Best

Available
Information

Principles [clause 4)

Leadership and

Commitment

Framework (clause 5

Process (clause 6
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Identify Risks
bl yaas

Analyze Risks
Jhlad) Judas

Evaluate Risks
hlaal) s

Treat Risks
hlaad datlaa

Accept Risks
Sl J g
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Internal & External Environment
Governance and Culture
Strategy & Business Objectives

Identify Risks

Analyze Risks

Evaluate Risks

Treat Risks

Accept Risks
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The process that sets out
how to identify, analyze and
evaluate risks

sl ALLEN dalaall & lalAl) sl
Lo iy Lelilady lalal)

Internal & External Context
Governance and Culture
Business Objectives

Identify Risks

Analyze Risks

Evaluate Risks

Treat Risks

Accept Risks
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Categorize the
Objectives

Identify, new, emerging
and changing risks

Identification
Approaches

Budget, Scope, Schedule, etc.

Customer Satisfaction.

Operation, Reporting, Compliance, etc.

Change in Business context objectives,
strategy and regulation.

Not previously identified in the same
business context.

Were previously identified but require
change in severity.

Emerging Technology, Labor shortage,
Big data analysis.

Brainstorming Workshops

Structured Interviews, Process Analysis

Data Analysis, SWOT Analysis, Surveys,
Learned Lessons.
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Events and impacts should be relevant to
organization objectives.

Risk statement provides an Negation of control is not a risk statement (Avoid the
accurate picture of the risk use of “lack of, absence of”).

Risk statement should be clear and concise.

May lead to One or more
Event/s Might result in negative
Could affect a/the LONSEqUESS

» Loss of skilled employees may affect the quality of services and the business unit’'s ability to

achieve its objectives.
JaallBaga (8 fige 38 nall Cals gall lasd o

» Unclear scope may result in inaccurate cost estimate.
G e JS5 ) Clia) D) 505 38 agaal) Jaadl 33 o
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Analyze Risks:

The method of assessing the severity
of consequences and the likelihood of
the risk on the business objectives
based on a definite criteria.

» Define assessment criterion.

» Define likelihood criterion

> Apply the defined criteria to agree
on risk score/rating.

The output of risk analysis is the level
of inherent risk.

Internal & External Context
Governance and Culture
Business Objectives

Identify Risks

Analyze Risks

Evaluate Risks

Treat Risks

Accept Risks
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Setting impact dimensions to measure the severity of the risk if it took place.

) Extreme

4 High
3 Moderate
2 Low
1 Insignificant

Extreme

High

Moderate

Low

Insignificant
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Setting likelihood dimensions to measure the possibility of risk occurrence.

Event Is expected to occur once or more per year Or is
5 Almost certain almost certain to occur i.e. probability > 50%

Event is expected to occur once or more within the next 1 to
5 years Or is expected to occur in most circumstances i.e.

- s probability > 30% and <=50%
Event is expected to occur once or more within the next 5 to
3 Possible 10 years Or is expected to occur i.e. probability > 20% and
<=30%
Event is expected to occur once or more within the next 10 to
2 Unlikely 20 years Or is unlikely to occur i.e. probability > 10% and
<=20%
1 Rare Event may occur once in the next 20 years Or may occur in

exceptional circumstances i.e. probability <=10%
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Risk Score Risk Category

Low

Low

6 High
7 High
8 Extreme
9 Extreme
10 Extreme

10edw

Likelihood

3 4 -
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The result of the risk analysis is the inherent risk rating

is the risk to an entity (organization) in the absence
of any direct or focused actions (Controls/Mitigations)
by management to alter its severity (rating).

Jaaliall Hhadll
sl sl 4Bl Ll szl e gl e Jha 4 jhaall sas Sl da 0 s
A:wuj\ b_)b:i\d-éu‘ ;\J;\
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After being analyzed, risks need to be
evaluated, therefore, management
should decide whether to accept,
mitigate, tolerate, run away from the
risk.

Successful Risk Evaluation depends on:

» Defining risk criteria.

» ldentifying and assessing controls in
place.

+ Defining target and actual residual risk
level.

Internal & External Context
Governance and Culture
Business Objectives

Identify Risks

Analyze Risks

Evaluate Risks

Treat Risks

Accept Risks
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To identify the need of any required action/response to risk/controls against
each risk identified and analyzed, risk criteria must be defined as follows:

ational for not evaluating mitigating controls in place should

e documented. Executive Managerreview is required.

[ mitigating controls in place must be evaluated to determine

High r
esidual risk level. The President/VPreview is mandatory.

All mitigating controls in place must be evaluated to determine
Extreme _ _ _ R
residual risk level. The President/VPreview is mandatory.
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A Process effected by an entity's board of directors, management, and other personnel,
designed to provide reasonable assurance regarding the achievement of objectives relating to

operations, reporting and compliance.

Oa Ay — Jardl B 8 o) dwusall 3 03) o) B Gudaa (e ABida — Gl jlaa gl £ a0 ol s QB Tl
JELaY g RSN dae ) g Jundally dllatial) CiloaY) gudas 4kl

Deter the occurrence of
unwanted events,

©

personal computer logs and \
segregation of duties are Q
examples. 4 e\)g ,

&g X

" ®
Control
| procedures L |
classificati
on

Alert the proper people after o Q
an unwanted event, they are ) AN
effective when detection (é é\
occurs before material harms
occurs, bankreconciliations & o\‘
and the comparison of

budgeted expenditure with its
actual to be justified are
examples.

Correct the negative
effects of unwanted
events.

Keeping more than one
copy of important
documents in different
safe locations is an
example.

Cause orencourage the
occurrence of the desirable
event, Preparinga listof
irregularities, punishment
againstviolations and
monitoring cameras are
examples.
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Actual Residual Risk Lid 8dall il —

is the risk remaining after management Example
has taken action to alter its severity. Risk

A2 B0 B BT i sey Ada LA A |

PN "
Actual residual risk should be equal to or
less than the target residual risk. Where :

actual residual risk exceeds target risk, ;gggms ,

additional actions should be identified Controls
that allow management to alter risk Actual Residual Risk level in place
severity further.

Inherent Risk

Target Residual Risk (Adal ohdlaa Target Residual Risk

is the amount of risk that an entity

prefers to assume in the pursuit of its

strategy and business objectives,

knowing that management will Actual Residual Risk level
implement, or has implemented,

direct or focused actions to alter the

severity of the risk.

P Adaad gl Jali ) bl ke ga
1A Y g Aia) i) (Gadadl )
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Audit Reference/18- Risk and Control Template - Copy.xlsx




Treat Risks

When risk evaluation determines that a risk is
intolerable notwithstanding current risk
treatments then additional treatment is required

Internal & External Context
Governance and Culture
Business Objectives

Identify Risks

Analyze Risks

Evaluate Risks

Treat Risks

Accept Risks
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ICERRI S

When risk evaluation determines that a risk is
intolerable notwithstanding current risk
treatments then additional treatment is
required

In case the actual residual risk is higher than the
target residual risk, additional treatment is
required to mitigate the risk in order to reach the
target residual level.

ISO defined Risk Tolerance:

organization’s or stakeholder’s readiness to bear
the risk after risk treatment in orderto achieve its
objectives.

ISO defined Risk Attitude:
organization’s approachto assess, and eventually
pursue, retain, take or turn away fromrisk.

Risk
Level

Inherent Risk

Controls
in place

Actual Residual Risk level

Target Residual Risk
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ISO Risk Treatment Approach:

> Avoiding the risk by ending, or not starting the activity
which is associated with the risk (e.g. not producing
products that require storage, handling or disposal of
hazardous materials).

> Increasing the risk to pursue an opportunity (e.g.
opening a new location, developing a new product or
service).

» Changing the likelihood (e.g. introducing an additional
safety control for an activity).

» Changing the consequences (e.g. moving to
automated manufacturing where the risk to human
health and safety is too great and machines or robots
can produce the product and ensure that employees
are protected from injuries associated with the
manufacturing process).

> Sharing the risk with another party (e.g. purchasing
insurance or using contractors or financing partners).

> Retaining the risk by informed choice (e.g. a criteria
based determination that the current risk level is
acceptable).

COSORIisk Treatment Approach:

> Avoid: Action is taken to remove the risk, which may mean
ceasing a product line, declining to expand to a new
geographical market, or selling a division. Choosing avoidance
suggests that the organization was not able to identify a
response that would reduce the risk to an acceptable level of
severity.

» Pursue: Action is taken that accepts increased risk to achieve
improved performance. This may involve adopting more
aggressive growth strategies, expanding operations, or
developing new products and services. When choosing to
pursue risk, management understands the nature and extent of
any changes required to achieve desired performance while
not exceeding the boundaries of acceptable tolerance.

» Reduce: Action is taken to reduce the severity of the risk. This
involves any of myriad everyday business decisions that
reduces risk to an amount of severity aligned with the target
residual risk profile and risk appetite.

> Share: Action is taken to reduce the severity of the risk by
transferring or otherwise sharing a portion of the risk. Common
technigues include outsourcing to specialist

» Accept: No action is taken to change the severity of the risk.
This response is appropriate when the risk to strategy and
business objectives is already within risk appetite. Risk that is
outside the entity’s risk appetite and that management seeks to
accept will generally require approval from the board or other
oversight bodies.
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Risk Appetite Jhlaal) Jads da s

The types and amount of risk, an organization is A ol A gal) i M) As gl g shadd) jlaia
willing to acceptin pursuit of value. )
803340 e

In other words, who is authorized to acceptthe
risk

No additional controls are required. Executive
Manager review is required.

Acceptable residual risk level for a medium inherent
Low risk is Low. General Manager approval is required to
accepta higher residual risk.

Acceptable residual risk level for a high inherent risk

High is Low. The President/VP approval is required to
accepta higher residual risk.
Acceptable residual risk level for an extreme inherent
risk is medium.
Extreme

The President/VP approval is required to accept a

higher residual risk.
Prepared By:
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Internal and external stakeholders
should be identified and their
objectives, expectations and concerns
should be considered.

Communication with  stakeholders
should take place during all stages of
the risk management process.

Risk management process should be
monitored and reviewed on an
ongoing basis.

Review the effectiveness of the risk
management framework.

Internal & External Context
Governance and Culture
Business Objectives

Identify Risks

Analyze Risks

Evaluate Risks

Treat Risks

Accept Risks
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The RCM includes business unit/department

Risk and . : . — : . _

_ Business Unit Concerned Vice objectives, risks, the inherent and residual
Control Matrix ) Quarterly i : ] _
(RCM) Managers President. risk ratings, risk owner, controls in place,

control owner and control assessment.

Top 10 Risks Report includes the most
Top 10 Risks. ERM Manager. CEO & Board. Quarterly critical risks that may affect the achievement
of strategic objectives of the organization.

ERM Status _ : Comprehensive report presents holistic
ERM Manager President. Semi Annually

Report review of ERM system status.
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General Risk
Register

Project Risk
Register

Area Wise Risk
Summary

Committee,
ERM team

Vice President.

Project
Manager, Area Manager
ERM team

Concerned
Area Manager

Vice President

Semi
Annually.

Monthly

Quarterly

General Risk Register includes risks, the
inherent and residual risk ratings, Risk
owner, proposed controls, action plans, that
applies to each group of similar projects
Project Risk Register includes risks, the
inherent and residual risk monetary values,
inherent and residual risk impact on
schedule, action plans, assignment and
target date.

Summary of risks for each project, area
wise
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Establishes the direct oversight of enterprise risk
management.

Engages with management to define the suitability of
enterprise risk management.

Promotes a risk aware mindset that aligns.
Understands how risk is monitored by management.

Understand how management identifies and communicates
severe risks

Reviews and understands the most significant risks.

Monitors and reviews the implementation of risk
management.

Communicates with management about the status of
enterprise risk management.

Supports management and staff by identifying appropriate
and relevant risk management tools and training.

Promotes enterprise risk management to the CEO and
operating unit leaders and assists in integrating practices
into their business plans and reporting.

Escalating identified or emerging risk exposures to
executive management and the board.

Identify and support the organization’s commitment to
risk management.

Approve the risk management framework and risk
management policy.

Set the objectives to be achieved by implementing risk
management.

Approve the risk criteria.

Approve a mechanism that escalates risk within the
organization in accordance with the organization’s risk

tolerance.

Integrate risk management into organizational strategy
and into management frameworks.

Always consider risk information as an input to
decision making.

Provide managers and employees with clear
information on the organization’s oversight of the risk
management function.

Ensure that there is an effective risk management
process and that the risk treatment plan is in place and
monitored.
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Standards such as 1ISO 31000and COSO ERM Integrating with
Strategy and Performance are for guidance.

Quialitative approach is recommendedat all stages, in particular
when establishing the framework:
“ In defining impact assessment criterion.
% In defining likelihood assessment criterion.
In assessing the risk score.
In defining risk criterion.
In defining control effectiveness criterion.
In defining risk acceptance criterion (Appetite).

K/

*

X/
‘0

L)

7/
‘0

X/
X

3

*

Risk identification and assessment sessions require the
involvement of the following participants:

7

% Business unit manager

RS

% Risk Manager
% ProcessOwners
% Any subject mater experts (SME)

Right understanding of risk terminologies are mandatory:
% Inherentrisk

Residual risk

Impact

likelihood

Internal controls

X/
‘0

L)

3

¢

X/
£ X4

5

€

Selecting the appropriate candidates for fulfilling the requirements

of risk owner and control owner.

The name of the personwith the
accountability and authority to
manage the risk.

The name of the person
accountable for the control (takes
responsibility for control success or
failure identified during testing and
implements remediation where
necessary), and has the authority
to change its design and the way it
is being executed.
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U Is relatively guick and easy

U Provides rich information beyond financial impact and
likelihood such as vulnerability, speed of onset, and
non-financial impacts such as health and safety and
reputation

U Is easily understood by a large number of employees
who may not be trained in sophisticated quantification
Techniques

Q Allows numerical aggregation taking into account risk
interactions when using an “at risk” measure such as
Cash Flow at Risk.

U Permits cost-benefit analysis of risk response options

U Enables risk-based capital allocation to business
activities with optimal risk-return

U Helps compute capital requirements to maintain
solvency under extreme Conditions

U Gives limited differentiation between levels of
risk (i.e. very high, high, medium, and low)
4 Is imprecise — risk events that plot within the

same risk level can represent substantially
different amounts of risk

O Cannot numerically aggregate or address risk
interactions and correlations.

U Provides limited ability to perform cost-benefit
Analysis

4 Can be time-consuming and costly,
especially at first during model development.

O Must choose units of measure such as
dollars and annual frequency which may
result in qualitative impacts being
overlooked;

U Use of numbers may imply greater precision
than the uncertainty of inputs warrants

U Assumptions may not be apparent

Both qualitative and quantitative techniques have advantages and disadvantages.
Most enterprises beqgin with qualitative assessments and develop quantitative
capabilities over time as their decision-making needs dictate.
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lIA “institute of internal auditors” established in 1941, is an international professional
association and the internal audit profession’s leader in standards, certification, education, research,
and technical guidance throughout the world. Generally, members work in internal auditing, risk
management, governance, internal control, information technology audit, education, and security.
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MISSION

International Professional Practices Framework
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A

Communication

Mission & Unde_rstand Understand the Detailed Client
business area under g X :
Charter P ) reporting satisfaction
objectives review
¥ ¥ ¥ v ¥
. Conduct audit Audit issue Perform_ance
IA Manual Risk assessment ) metric
engagements tracking
measurement
v ] !
Communication Audit plan Value protection Value Internal quality
Plan enhancement assessment
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Approved

Timeline/

Report To Contents
by Frequency
: Chief Audit Rnag ey In aweek_after The draft report includes an executive summary,
Draft audit report : and Process the closing . \ o
Executive . overall rating, and detailed findings.
Owner meeting
QRC, Senidf In two weeks | The final report includes an executive summary;,
: . Management, i : ; ; .
. . Chief Audit after issuing agreed overall rating, detailed findings,
Final audit report . Management, - :
Executive PANE the draft audit | management response and agreed action plans
report and implementation timelines.
Owner
ARC, Senior
Management I iy 2 The follow up audit report includes findings, agreed
Follow up audit Chief Audit 9 ' completing the : P { S indings, ag
. Management, action plans, agreed implementation timelines, and
report Executive follow up ; }
and Process : implementation status.
owner fieldwork
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Identify




The auditable units represent the way management runs the entity based on the organizational structure such
as the location, process, Department, or product. Auditable units representthe audit universe.

Likelihood

Significant Significant -

Significant:

*Activities that need monitoring its extent of compliance with the
designed procedures

4 Significant Significant -ACtM_t!eS SxpaseQERiies ) / .
* Activities that clearly has an impact on the achievement of objectives

«Activities that may be exposed to risks
-- *Activities that may have an impact on achieving objectives

Audit Requirement Rating Level of Internal Audit work to be performed

Auditable unit to be considered in scope for the Internal Audit every year

Significant Auditable Unit to be considered in scope every second year

Moderate Auditable Unitto be considered in scope every third year (or every fourth or fifth)

Low Optional / Voluntary
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ToR (Terms of
Reference)

Process
Understanding

Understand as-is
processes.
Confirm process
understanding
with the process
owners.

ERM Program

(Risks at Business

Level)

Identify Risks
at the process
level,

Identify the risks
for the activities
of each process.
Assess the risks
with the process
owner and obtain
his
acknowledgemen
t

Identify controls

in place for
each risk.

With the process
owner, itis
required to
identify the
controls in place
for each risk.

Ask for one
sample of each
control for the

walkthrough test.

for every
identified control,
auditor needs to
examine one
sample in details
to evaluate the
design ofthe
control
(Mechanics)

Walkthrough
and work
program.

Complete the

w alkthroughs for all
controls.

Set the w ork program
(Testing Procedures
for every control)
Agree on the testing

type.
Collect samples

Conductthe testing

on all data received Draft
and generate the Report
findings. -

1. Communicate the
results to process
ow ner

2. Obtain their
response and
justifications

3. Recommend
conclude and
conduct the exit
meeting.
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file:///D:/Audit engagements/Finalized/2- 2019/8- DAR engineering/3-Process understanding/6-Dar/1- BBU, PBU & Planning.pdf
file:///D:/Audit engagements/Finalized/2- 2019/8- DAR engineering/4-RCM/3- DAR Risk Register 25-11-2019.xlsx
file:///D:/Audit engagements/Finalized/2- 2019/8- DAR engineering/4-RCM/3- DAR Risk Register 25-11-2019.xlsx
file:///D:/Audit engagements/On going/2- Procurement/4-RCM/2-SCD Risk and Control Matrix V2.xlsx
file:///D:/Audit engagements/Finalized/2- 2019/8- DAR engineering/7- Report/3- DAR Report 2019 Audit after meeting with Dar management.docx

To identify the need of any required action/response to risk/controls against
each risk identified and analyzed, risk criteria must be defined as follows:

ational for not evaluating mitigating controls in place should

e documented. Executive Managerreview is required.

[ mitigating controls in place must be evaluated to determine

High r
esidual risk level. The President/VPreview is mandatory.

All mitigating controls in place must be evaluated to determine
Extreme _ _ _ R
residual risk level. The President/VPreview is mandatory.
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Approved Timeline/
Report kP To Contents
by Frequency
Audit ) / Manaaement One month The SoW includes context, objectives_, scope of work, initial
Chief Audit 9 : list of risks, commencement date, deliverables, plan and
engagement and Process before audit :
e Executive timelines, budget, team structure, escalation procedure, and
SoW Owner commencement | jnitial list of requirements.

. . ; i Manaaement In three davs The minutes of the kick off meeting includes gonﬁrmation of
Kick off meeting Chief Audit d Pg fter th 4 scope, timelines, list of requirements, escalation procedures,
minutes Executive an o rocesg a el’t. 3 key points of contact, roles and responsibilities, and other

wner meeung discussed topics.

. . : ; Manaaement In three davs The minutes of the kick off meeting includes cpnﬁrmati_on of
Audit closing Chief Audit d Pg fter they audit scope, the audit findings, any additional information or
meeting minutes Executive an OV\:r?gress ;eeting explanations from process owner, and the report finalization

procedure and timelines.
. ! Management In a week after ,
Draft audit t Chief Audit d Pg R clo The draft report includes an executive summary, overall
raft audit repo Executive an 3 rocess =C 2 et rating, and detailed findings.
wner meetung
ARC, ,
Executive In a week after . e d acti
Follow up audit Chief Audit Management, | completing the | "€ follow upaudit report includes findings, agreed action
p plans, agreed implementation timelines, and implementation
report Executive Ma(r;aF?ement, ;QIBW ui status.
an rocess lelawaor
Owner
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Status

Description

Action Plan —in Progress

implementation is ongoing.

Action Plan — Implemented
and unverified

Implementation has been completed, however, the auditee needs to provide
supporting evidence or the audit team needs to review the supporting evidence
provided.

Action Plan -
Implemented, verified, and
satisfactory

The auditee has completed the implementation and provided supporting evidence.
The audit team has reviewed the supporting evidence and concluded
implementation is satisfactory. The implementation will be reviewed during the next
follow up audit.

Action Plan -
Implemented, verified, and
unsatisfactory

The auditee has completed the implementation and provided supporting evidence.
The audit team has reviewed the supporting evidence and concluded
implementation is unsatisfactory.

Action Plan — Canceled

IAD and the auditee agreed to cancel the action plan because
changed circumstances have made it irrelevant.

Action Plan - Rejected

Auditee has assumed the risk of not implementing the agreed action plans for the
reported finding
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Mission of internal
auditing

Internal audit
charter
Organizational
independence
Individual
objectivity
Ethical behavior
Due professional
care
Professional
development

Organizational
governance
Fraud

Risk management
Internal control
Engagement
planning
Engagement
fieldwork
Engagement
outcomes

Organizational
strategic planning
and management
Common business
processes

Social responsibility
and sustainability
Information
technology
Accounting and
finance

Internal audit
strategic planning
and management
Audit planning and
coordinating
assurance efforts
Quality Assurance
and Improvement
Program
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Internal Audit’s
Core Assurance
Roles
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Alignment

Capability
Quality
Value
Trusted
Insight advisor
generator
PrOblem Value add
solver services and
Assurance Proactive role in ptro?ctlye o
I suggesting strategic advice
prOVIder Rootcause improvements to business
analysis of audit and risk
Objective findings to drive assurance

assurance of corrective actions
internal controls
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